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Veritas Backup Exec With Wasabi

Wasabi has been certified for use with eritas Backup Exec. Veritas Backup Exec is a fast, cost-effective, unified backup and

recovery solution for cloud-ready organizations.
For more information regarding Backup Exec-Wasabi support, please refer to Backup Exec HCL.
To use this product with Wasabi, please follow the instructions below.

Please Note: The data restoration process is handled by your specific backup software application. As there are many
potential variab les that will affect your unique environment, it is strongly recommended that you seek the guidance of your

backup software's technical support team in the event that you encounter difficulty, or have application-specific inquiries.

1. Prerequisites

e Operational Backup Exec v22 and above
e An active Wasabi account
e Abucket created in the Wasabi account

Note: To configure Wasabi for previous Backup Exec versions (v20.4 and above) please click here.

2. Configure Wasabi as Cloud Storage Server

2.1.Log in to Backup Exec.
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2.2. Navigate to the Storage tab. Click on "Configure Cloud storage".
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@ Veritas Backup Exec™
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2.3. In the Configure storage dialog box, provide a name for the cloud storage and click "Next".
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o Configure storage on BACKUPEXEC - 5o

What name and description do you want to use for the cloud storage
device?

Name: Wasabi-backu)

Description:

['] Enable deduplication to cloud storage
Enable encryption

| want to import an existing Cloud Deduplication Storage

) Select “Enable deduplication to cloud storage™ option to use Backup Exec Cloud Deduplication.

et ) o

2.4. Select "S3" for the cloud storage device provider and click "Next".
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oy Configure storage on BACKUPEXEC = s B

Which provider for the cloud storage device do you want to use?

Y Azure

253

) Some cloud storage providers require encryption to be enabled when backup jobs or duplicate jobs are targeted to
cloud storage. For details about why you should encrypt backup data when targeting jobs to cloud storage, see the
technote: 000095780

) The Verify option is disabled by default for backups targeted to cloud devices as cloud storage providers may charge
for reading data from the cloud during venfication. To enable the option, go to the Verify tab and select the
appropriate option to verify data. If you retarget existing backup jobs to cloud storage, ensure that the verify option
is not enabled. Backup Exec complies with data integrity mechanisms for cloud transfer. For more information refer

to the technote: 000108140

© Toadd anew 3 cloud instance using the Generic 53 Configurator tool, click here

What do | need to configure to use cloud storage? [ < Back ” Next > ] [ Cancel ]

2.5. Select "Wasabi" from the Cloud storage dropdown menu.
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'« Configure storage on BACKUPEXEC - 0O X

What is the connection information for the cloud storage device?

Cloud storage: v]
Amazon China
Amazon
Amazon Government Cloud FIPS(140-2)
)\ The logor} Amazon Government Cloud
cloud dey Google
DOCKS by PingUs
Wasabi

Logon account:{

Note: If you do not have Wasabi listed as an option, please follow the steps in the Appendix - Adding support for Wasabi.

2.6. To add your Wasabi logon account details, click on "Add/Edit".
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& Configure storage on BACKUPEXEC ~ 8 @

What is the connection information for the cloud storage device?

Cloud storage: Wasabi v
Logon account: | Administrator v ‘ Addedi
0 It is recommended that you select or create a logon account that is used exclusively for the cloud device. The \

account should not be used for any other purpose and should not contain credentials that are subject to password
update policies.

s

2.7.In the Logon Account Selection window, click "Add".
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T8 Logon Account Selection - 0O X

=

_,:j" ' Select a logon account to use when connecting to this server.
L

Please select a logon account from the list:

Account Name & User name Default  Type Owner Add

?Administrator Administrator Restricted BACKUPEXEC\Admi...

@system Logon Account ~ BACKUPASSISTWAdmin... Yes  Common  BACKUPEXEC\Admi..

o) (o]

2.8.In the Add Logon Credentials dialog box, provide the following details and click "OK".

e Username -Access Keyof the Wasabi account

e Password - SecretAccess Key

e Accountname - provide a descriptive account name to identify the account
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{8 Add Logon Credentials X
Account credentials
User name: 5V5RQJTUGBPO3WTFGXXB
paSSWOI"d: BERRRRRRRRRRRRNIRNIRN RN IR RRIRRRRRRRIYIY
Confirm pESSWOTd: SORRRRRRRRRRRRRRRR RN RN IR RRRARRRRR RN
Account name:
Wasabi-user?
Notes:
(= This is a restricted logon account,
}f [] This is my default account.
o] (o ]

2.9.In the Logon Account Selection dialog box, select the account from the list and click OK.
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S:a Logon Account Selection

= L X

;/' . Select a logon account to use when connecting to this server.

-

Please select a logon account from the list:

Account Name 4 User name Default  Type Owner Add

?Administrator Administrator Restricted ~ BACKUPEXEC\Admi.. Delete
QSystem Logon Account ~ BACKUPASSIST\Admin... Yes Common  BACKUPEXEC\Admi.. Edit

§f Wasabi-user 5\SRQITUGBPOWTF.. Restricted  BACKUPEXEC\Admi.. ———

o) (o)

2.10. Confirm the logon account and click "Next'.
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o Configure storage on BACKUPEXEC - 4 %

What is the connection information for the cloud storage device?

Cloud storage: Wasabi v

Logon account: | Wasabi-usert *| Add/Edit

) Itis recommended that you select or create a logon account that is used exclusively for the cloud device, The
account should not be used for any other purpose and should not contain credentials that are subject to password
update policies.

<t || Met> J[ ol |

2.11. Select the required bucket from the list and click "Next".
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wa Configure storage on BACKUPEXEC — O b

Which logical storage unit do you want to use?

bexec-wasabi

2.12. Configure the desired number of concurrent operations and click "Next".
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&) Configure storage on BACKUPEXEC - - .

How many concurrent operations do you want to let run at the same time
on this cloud storage device?

Concurrent operations: | ﬁ E

) This setting determines how many jobs can run at the same time on this device, The number of jobs that this device
can handle varies depending on your hardware and environment, so you may need to adjust this setting later. It is

recommended that you set it low enough to avoid overloading your system, but high enough to process your jobs in
a timely manner.

2.13. Review the configuration summary and click "Finish".
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'« Configure storage on BACKUPEXEC

Storage configuration summary

Name and description for the cloud storage device
Name:

Description:

Provider name
Cloud provider name:

Connection information
Cloud server name;

Logon account:

Bucket / Storage container
Storage location:

Number of concurrent operations allowed
Concurrent operaticns:

Wasabi-backup

53

wasabiwasabi,com

Wasabi-userl

bexec-wasabi

>

>>

>

>>

>

| <tack | Finih

[=n

2.14. Click "Yes" to restart the Backup Exec services to provide the cloud storage online.
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Veritas Backup Exec™ X

l \ In order to bring this device online, the Backup Exec services need to be
T restarted.

Restarting the services while jobs are running will cancel them.

Do you want to restart services now?

Vs || No |

2.15. The new Wasabi cloud storage accountis displayed in the Storage tab and is readyto use.

@ Veritas Backup Exec™

b [
® - 8 = 8§ Wk B
4 Home Backup and Restore  Job Monitor Storage Reports Instant Cloud Recovery
|35$indard| YJ | Tre-el :E?me % A/ % % % H-:i
|Compact & [-List | Disable =
Sortand filne  Configure Configure  Troubleshoot Inventory Catalog Inventory and t
Filter = Storage Cloud Storage E Catalog now
Views State Configure Storage Operations Media Operations Alerts
All Storage Deduplication disk storage 0001 details W
Hame & State Storage Type Active Alerts  Storage Trending Capacity
“* Deduplication disk storage 0001 Online Deduplica... 1S e of 19935
Wasabi-backup Online Cloud sto..

3. Install Veritas backup exec agent and add server

3.1. Navigate to the "Backup and Restore" tab. Click "Servers and Virtual Hosts" and click "Add" to add a client to backup.
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© Veritas Backup Erec™ - 0 X

A & &F Wb @

Backup and Restore: ~ Job Monitor  Storage Reports Instant Cloud Recovery
™ Standard Tree ( UOneTumeBckup' Rest % Convert to Virtual * . D . U .
| Compact List B”d .
_ i

SortandFilter* &Groups®  + @ ) i ‘ wersanly Jobs  Instant  Recovery Credentials

Y W Group “uBackup Calendar ) Create Disaster Recovery Disk e \ s P ] e
Views Backups Restores Conversions
Servers ‘_ " ‘_ Group All Servers %
Groups Server 4 Active Alerts Status Last Backup
; Servers bqd Virtual Hosts
All Servers 15 backupexec.Jab.wasabilab... Never backed up R E

) All servers and applic..
1 server

, Retired Servers

Servers in this group...
0senvers

Details for backupexec.lab.wasabilabs.io voo
_E Backup Source & Backup Selection Backup Status
v 8c None Never backed up
Windows computer 1 E None Never backed up
{ortual machine) & EF| System Partition Nene Never backed up
A8 Microsoft SQL Server Instances None Never backed up

T sackupexec | Merts @0 A5 0 @14 Jobs Ho Fo A0 G 8 VERITAS

3.2. Choose the type of server infrastructure that needs to be backed up and click "Next".
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A Add a Server - X

Which type of server do you want to add to Backup Exec?

q!i Microsoft Windows computers and servers

Add a Windows computer or an Exchange, SQL, or SharePoint server to the list of servers. The Backup Exec
Agent for Windows will be installed, if necessary.

ﬁ VMware vCenter server or ESX host

Add a VMware vCenter server or ESX host to the list of servers so you can back up the virtual machines that it
hosts, The recommended way to back up a virtual machine is to select it from the virtual host view.

‘?{! Microsoft Hyper-V host

Add a Microsoft Hyper-V host to the list of servers. The recommended way to back up a virtual machine is to
select it from the virtual host view.

ﬁ File server, NDMP data server, Azure file share or AWS FSx for

Windows File Server
Add a file server, an NDMP data server, an Azure file share or an AWS FSx for Windows File Server to the list of :

raniare Van san hack in fila caniare anhs thranah virar rharar Ma Dacliin Cuas anank ir ineballad

‘ @ Adding a server to the list of servers in Backup Exec lets you back up and monitor the data on that server. ‘

3.3. Check "Allow Backup Exec to establish a trust with the servers" check box and click "Next".
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W Add a Server

Do you want to establish a trust?

Backup Exec must establish a trust with the servers that you want to add to ensure secure communication between the
Backup Exec server and the remote computers. You must allow Backup Exec to establish the trust before you can continue

to add the servers,

Allow Backup Exec to establish a trust with the servers.

What does it mean to establish a trust between the Backup Exec server and
< Back Next > Cancel
a remote computer?

_——

3.4.Add servers with an associated "Logon Account" and Click "Next".
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W Add a Server —~ X

Which servers do you want to add?

Type the name of a server or the server's IP address or browse for any servers that you want to add:

Browse
Server Name 4 Logon Account Delete
192.168.197.43 admin v Apply to All

7] Always use IP address to connect to servers. Do not resolve IP addresses into fully qualified domain
names.

What are logon accounts? Next >

3.5. Check both boxes to ensure that updated backup agent software has been installed and available to create backup and

click "Next".
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‘W Add a Server - ) 4

Do you want Backup Exec to upgrade the Backup Exec Agent for Windows
if a version of it is installed on the remote computer?

Upgrade the Backup Exec Agent for Windows to the current version automatically

Restart the remote computer automatically after installing the Backup Exec Agent for Windows when a restart is
required

| < Back ” Next > H Cancel ]

3.6. Review the configurations and click "Install".
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W Add a Server - X

Summary

>>

Type of server to add
Microsoft Windows computers and servers

>>

Establish trust
Yes

>>

Servers to add
Server Name Logon Account
19216819743 admin

Always use P address to connect to servers Yes

>>

Install features
Upgrade the Backup Exec Agent for Windows to the

. : Yes
current version automatically:
Restart the remote computer automatically after installing
the Backup Exec Agent for Windows when a restart is Yes

required:

[ < Back ” Install H Cancel l

3.7. \eritas Backup Exec will verify appropriate packages have been configured and installed on your remote server and

complete successfully.
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W Add a Server — X

Installing the Backup Exec Agent for Windows.

.....................................................................

Server Name Progress

192.168.197.43 6 Successful

3.8. Once the agent software is successfully installed - the server will be available to be backed up.
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© Vertes Backup Brec™ - 0 X

B F Wb @

Backup and Restore ~ Job Monitor  Storage Reports Instant Cloud Recovery
(™ Standard Tree %, (8)0ne-Time Backup * - Convertto Virtual = {gAdd » ‘a E I— '
| Compact List B;CE 1‘ Remove L LJ
‘ : P .
VSonandFiters §Growps® + TiBackupCalendar ) Create Disester Recovery Disk O Uodate hbs ng; w
Views Backups Restores Conversions Servers and Virtual Hosts
Servers Server 192.168.197.43 %
Groups Server & Active Alerts Status Last 7 Days of Backup Jobs ~ Last Backup
\ AllServers HE 11819748 ey [TJ leTr l fr : B) l S ]Mol
J  All servers and applic...
2servers s

E backupexec.lab.wasabilab... Never backed up {. JWeJ"rl‘ [Sa!S lMoI
- 1! I U

wallil

Servers in this group...
0 servers

$ Retired Servers

Details for 192.168.197.43 vod
= Backup Source 4 Backup Selection Backup Status |
v 8c None Never backed up
Windows computer &L None Never backed up
firtual machine & EF| System Partition None Never backed up

B System State None Never backed up

T BACKUPEEC | Nets §2 A5 0 D16 Jobs 0 0 R0 &

4. Create a backup job

4.1. Right-click on the server that needs to be backed up and choose "Back Up to Cloud".
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@ Werias Backup Evec™ - O ¥ lloads Licensing Netlnsi
® - & Il i i
4 Home i store Job Monitor Storage Reports Instant Clowd Recovery
= Standard Tree [ _a ) One-Time Backup = | 1) Restore Convert to Virtual = g Add + |E‘ ‘:‘ ‘T|
Compact List {1 Edit Backups o Search TalRemave Bl Wl Rl
VSotandFiter §Goups®  » ' ThBackipCalendsr | D Creste Disaster Recovery Disk O Uecate e P! e
Views Backups Restores Comversions Servers and Virtual Hosts
Servers Server 192.168.197.43
| Groups Server & Active Alerts Status Last 7 Days of Backup Jobs Last Backup
5 Al Servers {F 192.168.1974 | Backup ' || Bock UptoClovd
w Al servers aed applic. i \
2 e i i Edit Backups Back Up 1o Dedup mati':}bDuu Starage
*§_= Retired Servers -1? Hekd Job Cueus Back Up to Deduplication Disk Storage and then Dughicate to Cloud
- SE,:::; T Run Next Backup Now Back Uy tior : virt r
Restare
Search Back Up to Disk
Back Up to Disk and then Duplicate to Cloud
Remove a Recovered WM 4 j

4.2. Click "Edit" and choose the type of backup, backup certain folders, application data or entire VM.
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@ Backup Definition Properties O X

Name: 192.168.197 43 Backup 00006

Description:

® 5 192.168.197.43 "4 Backup

Fully selected A % Full A
ac
Job name: 192.168.197.43 Backup 00006-Full
@ EFl System Partition
%—_] System State Schedule: Every 1week on (Friday) at 11:00 PM
Not selected v Storage:  Wasabi-backup
Keep for: 2 Weeks
‘ % Incremental A
Job name: 192.168.197.43 Backup 00006-
Incremental
Schedule: At 11:00 PM, then every 1 day
This backup will not run until the first full
backup is completed
Storage:  Wasabi-backup
Keep for: 1 Week
| Test/dit Credentils || Edit | AddStage v ||  Edit ) |

A\
o] (o ]

4.3. Under the "Backup" section and choose when the backup needs to run, either run it once or create a schedule based on

the requirement.
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® Backup Options 0

Schedule
%
Storage L | Add aBackup Job ¥
Network
‘ @ Backup Exec uses the default backup job settings to create new backup jobs. You can change the settings as needed.
Notification
Test Run
Veriy @ Job template name: FUll
Typé o name that descrbes this job template. The name is used to reate the defoult job name
Advanced Open File
Job name; 192.168.197 43 Backup 00006-Ful
Advanced Disk-based Backup
Pre/Post Commands Schedule: @ Re(urrence:‘EvefY1week0n(FfidaY) at11.00 PM ¥
Files and Folders O Run now with no recurring schedule
Bxclusions () Create without 2 schedule
[[] Submit job on hold
‘P X
% Job template name: Incremental
Job name: 192,168,197 43 Backup 00006-Incremental
Schedule: © Recurrence: At 11:00 PM, then every 1 day v

() Create without a schedule

(] Submit job on hold

e ook || e

4.4. Click on "Storage", choose the Wasabi cloud storage account to store your backup and click "OK" in the Full and

Incremental backup sections.
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@ Backup Options
Schedule

Storage

Network

Notification

Test Run

Verify

Advanced Open File
Advanced Disk-based Backup
Pre/Post Commands

Files and Folders

Exclusions

‘ &

Storage:

Keep for.

Compression:

Encryption type:

@ Incremental

Storage:

ncﬁi Wasabi-backup "

0 Some doud storage providers require encryption to be enabled when backup jobs or duplicate
jobs are targeted to cloud storage. For details about why you should encrypt backup data when
targeting jobs to cloud storage, see the technote: 000095780

0 The Venfy option is disabled by default for backups targeted to cloud devices as cloud storage
providers may charge for reading data from the cloud during verfication, To enable the option, go
to the Verify tab and select the appropriate option to verify data. If you retarget existing backup
jobs to cloud storage, ensure that the verify option is not enabled. Backup Exec complies with data
integrity mechanisms for cloud transfer. For more information refer to the technote: 000108140

L Hl Wegks v

None v

None ‘

‘v.’“.is Wasabi-backup y

0 Some cloud storage providers require encryption to be enabled when backup jobs or duplicate
jobs are targeted to cloud storage. For details about why you should encrypt backup data when
targeting jobs to cloud storage, see the technote: 000095780

) The Verify optionis disabled by defaut for backups targeted to cloud devicesas cloud storage

nrnviders mav charne for readinn data fram the cloud durina venfication. Tn enahle the antinn nn

‘ 0K ‘ Cancel l

Vv

4.5. Click "OK" in the Backup Definition Properties.
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@ Backup Definition Properties

Description:

® 2 192.168.197.43

Fully selected

ac

@ EF| System Partition
B System State

Not selected

Name: 192.168.197.43 Backup 00006

l Test/Edit Credentials ‘ [

Edit

L_ﬂ Backup

% Full A
Job name: 192.168.197.43 Backup 00006-Full
Schedule: Every 1 week on (Friday) at 11:00 PM

Storage:  Wasabi-backup

Keep for: 2 Weeks
w3 Incremental .\

Job name: 192.168.197.43 Backup 00006-
Incrementa

Schedule: At 11:00 PM, then every 1 day
This backup will not run until the first full
backup is completed.

Storage:  Wasabi-backup

Keep for: 1 Week

AdStage || Edit |

z

4.6. To run a manual backup, select the required server. Click on "Jobs --> Run Next Backup Now".
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@ Veritas Backup Buec™

A

-

g

B

Mets @2 A5 Mo T 16

Jobs '5!2 sxfl] aﬂ Ly _’_

4.7. The Backup process starts displaying the progress.
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Home Backup an Job Monitor Storage Reports Instant Cloud Recovery
™ Standard Tree [E (& One-Time Backup = Convert to Virtual =~ gjAdd = ‘_J E '
= y : )| | &
Compact List 1. Ecit Backups TRemove b=
R P e
T Sort and Filter = & Groups * + T Backup Calendar 4 Create Disaster Recovery Disk 0§ Update i Inf:::r; < Hﬂh.d!mr.
Views Backups Restores Servers and Virtual Hosts
i Servers T w m
| a Active Al Last 7 f HoldJob | Run Next
Groups Server ctive Alerts Status a5t 7 Days of Backup Jobs [ Queve [Backup N
o AllServers (19216819743 First backup scheduled T e T \
iy Alservers and aopiic < iz
H 2 sarven 1, -
£ backupexeclab.wasabilab... Mever backed up Ll L L L L L]
. RetiedServers| = Tu We T Fr S Su Mo
gp Servers in this group..
T Dserven
i
|
i
i
Details for 192.168.197.43 ¥od
= Backup Source Backup Selection Backup Status I
is
- ac Nane Never backed up
Windows computer  BIL None Never backed up
(virtual machine) &5 EF| System Partition None Never backed up
® System State Nene Never backed up

VERITAS




@ Veritas Backup Evec™

A

Home

«

Job Monitor

<

Backup and Restore

4]
=}
Storage

Reports

(g

Instant Cloud Recovery

?)

T BACKUPEXEC | Mlets @2 A5 M0 @16 lobs K1 M1 A0 & A

(™ Standard Tree L & ;P)One-TimeBackup' Convert to Virtual * D D D
. u‘ ‘
| Compact List L t Back t g . %
. ; ackup :
Sort and Filter = & Groups * GiE ) : : Serversand  Jobs  Instant  Recovery Credentials
Y A Group: Thbackup Colendar &) Create Disaster Recovery Disk it | Mot i :
Views Backups Restores Conversions
Servers Server 192.168.197.43
Groups Server 4 Active Alerts Status Last 7 Days of Backup Jobs | Last Backup
: 1 Back T S e
u AllServers | ig 192.168.197.43 acking up LT Ly
w Al servers and applic.
2 servers - i
i! backupexec Jab.wasabilab... Never backed up O N O [ D
, Retired Servers TuWe ™ FroS S Mo
81} Servers in this group...
0 servers
Details for 192.168.197.43 vod
_E Backup Source & Backup Selection Backup Status |
v ac None Never backed up
Windows computer &L None Never backed up
(wrtual machine) @ EF| System Parttion None Never backed up
B System State None Never backed up

VERITAS

4.8. The backup job will create a number of folders in your bucket on Wasabi, for example, you might see a structure as

shown below.
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T Bl Dexec-wasabi Y10

Buckels | hexec-wasabi

Q [ CREATEFOLDER 4 UPLOAD FILES

Objec‘[g Show Versions £ 8 ¢

D Name 4 Type Last Modified Size
(]  BEOST.00000001
(J  BE0ST00000002
(0 BEOST. 00000003
ettings 0 BEoST 00000004

Billing

[ BEOST_00000005

(] BEOST.00000006

(J  BEOST 00000007

[ BEST 00000008

(] BEOST_00000009

(] BEOST 00000010

5. Immutability

Starting in Version 22.2 or later the ability to backup to Object Lock enabled/Immutable bucketis now supported for Wasabi.

For more detail please refer to the Hardware and Cloud Storage Compatibility List
To create an Object Lock Volume you will need to utilize the MSDP Cloud Admin command line tool.

5.1 Run and Open Command Prompt (CMD) as an Administrator
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https://www.veritas.com/content/support/en_US/doc/BE_22_HCL

B Administrator: Command Prompt

licrosoft Windows [Version 10.8.17763.737]
(c) 2018 Microsoft Corporation. All rights reserved.

:\Users\Administrator>g

5.2 Navigate to the installation of Veritas Backup Exec folder.

Plaintext Copy

cd "Program Files\Veritas\Backup Exec"

BX Administrator: Command Prompt

licrosoft Windows [Version 10.0.17763.737]
c) 2018 Microsoft Corporation. All rights reserved.

:\Users\Administrator>cd "c:\Program Files\Veritas\Backup Exec

:\Program Files\Veritas\Backup Exec>_

5.3 Run the following commands:

Input your Wasabi Access Key and Secret key between in place of and

PowerShell Copy

set MSDPC_ACCESS_KEY=

set MSDPC_SECRET_KEY=

set MSDPC_PROVIDER=wasabi

set MSDPC_ENDPOINT=s3.us-east-2.wasabisys.com

set MSDPC_REGION=us-east-2

Note: This configuration example discusses the use of Wasabi's us-east-2 storage region. To use other Wasabi storage

regions, please use the appropriate Wasabi service URL as described in our Wasabi Service URLs.

5.4 Run the following command to create your object lock bucket and volume:
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https://docs.wasabi.com/docs/what-are-the-service-urls-for-wasabis-different-storage-regions

—-bucket is used to specify the bucket name
--volume is used to specify the volume name (use the same name while configuring the storage in backup exec)

--mode is used to specify the retention mode: COMPLIANCE or GOVERNANCE (Backup Exec supports only the

GOVERNANCE mode.)
--max is used to specify the maxlock duration: number plus 'D'or'Y’, such as 12Y means 12 years
--min value, -N value  min lock duration in days ‘D’/years 'Y', such as 12D means 12 days

--live is used to specify the time frame for which the volume will be enabled for retention lock i.e. its live until date (example,

2021-08-18, format:'YYYY-MM-DD', clock is set:'00:00:00', timezone is set’'UTC'

Plaintext Copy

msdpcldutil.exe create --bucket veritasbackup-objectlock --volume
objectlock --mode COMPLIANCE --min 1D --max 3D --live 2023-06-30

Successful Creation will resultin the following:

¢:\Program Files\Veritas\Backup Execyset MSDRC ACCESS KEY=iit

:\Progran Files\Veritas\Backup Execdset MSDPC SECRET KEY=

¢:\Program Files\Veritas\Backup Exec)set NSDPC PROVIDER=iisabi

¢:\Progran Files\Veritas\Backup Execdset MSDPC ENDPOINT=s3, us-east-2. wasabisys. con

:\Progran Files\Veritas\Backup Execoset MSDPC REGIONus-east-2

¢:\Progran Files\Veritas\Backup Execomsdpcldutil.exe create --bucket jdb-veritasbackup-objectlock --volune wiasabiol --mode CONPLIANCE --min

1D --max D --live 2023-86-23
Volume: wasabiol in bucket: jdb-veritasbackup-objectlock is created successfully

c:\Progran Files\Veritas\Backup Exec),

5.6 You can log into your Wasabi Console and verify that the Bucket and Volume were created as well.
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oIl |0b-veritasbackup-objectlock

Buckets / jdb-veritashackup-objectiock
Menu

Q

Policies

Objects
D Name Type Last Modified

0  wasabio

Billing

Support

5.7 Go to the Backup Exec Console and click on "Storage" and then click on "Configure Cloud Storage".

@ vers Backup xec”

9 5 £ OB b @
Y|

Home  BacupandRestore JobMonitor  Storage ~ Reports  Instant Cloud Recovery

Y [ Pause \h % @ % H@

7 Compat g g [l v -
Sortand Configure Configure ~ Troubleshoot Invertory Catalog. Inventory and
Fiter » Storage  Cloud Storage ' Catalog now
Views State Configure Storage Operations Media Operations
Al Storage
Name 4 State Storage Type ActveAlerts  Storage Trending ~ Capacity Aciveand..  Averagejobrate Comoression... OSTWORM
Cloud storage 0001 Online— Cloud storage
ik g . C 169 0B used of 489 CB ’| !
& Deduplication disk storage 0001~ Online ~ Deduplication diskstarage P 1 backup 11
4 wasabiobjectlock Online Cloud deduplication storage 500 MB used 1 backup 11 Immutable, Indelible

5.8 On the configuration screen input the name of the Volume that you created in the steps above.
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5.9 Select Enable Deduplication to Cloud Storage

5.10 Click "Next"

What name and description do you want to use for the cloud storage
device?

Name: wasabiol

Description:

Enable deduplication to cloud storage

['] Enable encryption

['] | want to import an existing Cloud Deduplication Storage

() Refer to the Backup Exec Administrator's Guide before you create the Cloud Deduplication Storage or you can also
refer to the following technote

6 To create Write Once, Read Many (WORM) enabled backup sets on Amazon S3 cloud storage, refer to the following
technote

5.11 Click on "S3" and then click on "Next"
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Which provider for the cloud storage device do you want to use?

" Azure

253

6 Some cloud storage providers require encryption to be enabled when backup jobs or duplicate jobs are targeted to
cloud storage. For details about why you should encrypt backup data when targeting jobs to cloud storage, see the
technote: 000095780

6 The Verify option is disabled by default for backups targeted to cloud devices as cloud storage providers may charge
for reading data from the cloud during verification. To enable the option, go to the Verify tab and select the
appropriate option to verify data. If you retarget existing hackup jobs to cloud storage, ensure that the verify option
is not enabled. Backup Exec complies with data integrity mechanisms for cloud transfer. For more information refer
to the technote: 000108140

6 To add a new S3 cloud instance using the Generic 53 Configurator tool, click here

What do | need to canfigure to use cloud storage? Next >

5.12 Select "Wasabi" from the Cloud Storage Dropdown menu
5.13 Select your Wasabi Logon credentials that you made in Section 2 Steps 7-9.

5.14 Click on "Next"
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What is the connection information for the cloud storage device?

Cloud storage: | Wasabi v

Logon account: | wasabi v ‘ Add/Edit

@ It is recommended that you select or create a logon account that is used exclusively for the cloud device. The account
should not be used for any ather purpose and should not contain credentials that are subject to password update
policies.

5.15 Choose the bucket in the list you created from the previous steps and click on "Next"
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Which logical storage unit do you want to use?
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jdb-veritashackup-objectlock

[ < Back ]H Next > |[ Cancel }

5.16 Select how many concurrent operations you wish to have and click "Next"
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How many concurrent operations do you want to let run at the same time
on this cloud storage device?

4[r]

Concurrent operations: 2

6 This setting determines how many jobs can run at the same time on this device. The number of jobs that this device
can handle varies depending on your hardware and environment, so you may need to adjust this setting later. It is
recommended that you set it low enough to avoid overloading your system, but high enough to process your jobs in
a timely manner.

5.17 Review your settings and then click on "Finish"

Paae: 40



Storage configuration summary

Name and description for the cloud storage device A
Name: wasabiol
Description:

Encryption details A
Encryption enabled: No

Provider name A
Cloud provider name: 3

Connection information A
Cloud server name: wasabi:wasabi.com
Logon account: wasabi

Bucket / Storage container A
Storage location: jdb-veritashackup-objectlock

Number of concurrent operations allowed A

Concurrent operations: 2

[ < Back ][ Finish H Cancel

5.18 Next you can follow the steps listed in Section 4 for Creating a backup job and select your Object lock Cloud Storage to

backup to.

Appendix - Adding Support for Wasabi

In order to use Wasabi with Backup Exec v22, two files - CloudProvider.xml and CloudConnectorCfg.xml need to be

downloaded and applied to the Backup Exec server. This configuration will provide Wasabi as a dropdown option.

Please follow the steps included in the \eritas technote to apply these xml files.
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